Here is how | went from install to provisioning with SCS 7:

E Local Disk {:)
5@ Shared Folders (\\.hos

Ghj Metwoark

, 10 items

Then | installed RCS on a fresh build of Windows Server 2008

Step 1:
| went to the Intel SCS Download page and grabbed the latest version of SCS 7
ol
mv ||, ~5C57 - IntelAMTSCS ~ » |23 | search IntelavTsCs
Organize *  Incudein lbrary =  Sharewith =  Burm  MNew folder == - E;l @
+ Mame = Date modified | Type | Size |
Bl Deskiop |/ ACU_Configuratar 10/20/20119:47 AM  File folder
& Douwnloads | ACU_Wizard 10/20/20112:47 AM  File folder
il Recent Places J RCS 10/20/2011%:47 M File folder
=5 Libraries . sample_files 10/20,/2011%:47 aM File folder
@ Documents . 5C5_Discovery 10/20,/2011 %:47 aM File folder
J’} Music | Source_Kit 10/20/20119:47 &AM File folder
[E] Fictures (9| bg_page 7i14/2010 1221 PM PMG image 1KB
BE videos || Intel{R)_SC5_7.1_Release_Notes.pdf &/23/2011 1:19PM POF File 477KE
& | Intel(R)_SC5_7.1_Start_Here &/3/2011 10:05 AM HTML Document a3 KB
1M Computer o
|| Intel(R)_SCS5_7.1_User_Guide. pdf 6/22/2011 10:40PM  PDF File 2,565 KB
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euv | | = SCS7 - IntelAMTSCS + RCS + - [EH Search RCS D]
Crganize - Dpen Sharewith +  Burn  Mew folder = W E;l I@

< Favorites Mame = Date modified | Type | Size |
Bl Desktop | RCS_Data_Migration 10/20/20119:47 &AM File folder
& Downloads & IntelsCSInstaller 6/26/2011 1:18 AM  Application

L E;
=i Recent Places

| 2| RC5-Backup

Al Libraries
@ Documents

J‘i Music

[ Pictures

B videos

M Computer
‘E_? Local Disk {C:)
@ Shared Folders {\\.hos

?ﬂ Metwork

4y IntelSCSInstaller Date modified: 6/26/2011 1:13 AM
Bl Aociication Size: 21.7MB

Making sure | selected both:

6/26/2011 1:18 AM P51 File 33KB

Date created: 10/20/2011 9:47 aM




Intel{R) Setup and Configuration Service - InstallShield Wizard

Welcome

Welcome to the InstallShield Wizard of the Intel[R] 5 etup and Configuration
Service [Intel[R] 5C5 7.1]

zion humber can communicate with each ather.

InstallShicld < Back | | Mext > Cancel

For the service account, | just used my admin account:



Intel(R) Setup and Configuration Service - InstallShield Wizard

Service Logon Authentication

il be wzed to run the service on this computer. Uzer

1ame.

Ueer renies Abd T admiristrator

InstallShield < Back | | Mest Cancel

Clicked through the next few pages:

Then clicked finish:



Intel(R) Setup and Configuration Service - InstallShield Wizard

Inztall5hield Wizard Complete

fully inztalled the |ntel ompanents.

M Launch the Intel

HE Siart the Iniel 505 windows service

InstallSed < Back || Firish Cancel

Next you will see a few services starting, and finally the Intel SCS wizard will appear:




[ Intel(R) Active Management Technology Configuration Utility

Welcome to the Intel® Active Management

Technology Configuration Utility ( ‘ntel

:"-*‘
‘5‘[.1 Configure/Unconfigure this System

4 ‘ET Create Settings to Configure Multiple Systems

L

@ Go to Quick Start Guide Version 7.1.5.19

Since we are on the server, we will ighore “Configure/Unconfigure this system”
And just select “Create Settings to Configure Multiple Systems”

The wizard now connects to the local “RCS” and we are ready to start creating the profile that will be used to configure our systems:
| hit new:



f-:f: Intel(R) Active Management Technology Profile Designer

G = ®

Profile Details
e

These profiles are stored in the RCS.

And now we can start creating the profile:

| will leave the settings at default:



Ef: Configuration Profile Wizard: Profile1l

Getting Started

Getting Started

Profile Scope Welcomel

Optional Settings This wizard creates a profile to configure multiple systems that are enabled with Intel &
AD Int ti Active Management Technology. The profile determines the management settings of the
LESFEIA gystems, These settings will be applied to all systems configured with this profile,

Access Control List

Home Domains Profile Description

Remote Access Frofile Mame: ﬂl

Transport Layer Security

Metwork Configuration Description:

System Settings
Finizh

This profile will be used for:

¥ Configuration / Reconfiguration
All Intel AMT settings on the system will be set exactly as defined in this profile.

" Delta Configuration

For configured systems, you can limit the profile scope so that only some Intel AMT settings
will be changed. All other settings will remain in their current condition.

ot ptons st

The next screen allows you to select all the features you want to enable / configure:




For my test case (since you mentioned you were using AD) | will check that box

I will also create an ACL



Ef: Configuration Profile Wizard: Profile1l

Optional Settings

Getting Started

Profile Scope

Optional Settings

AD Integration
Access Control List
Home Domains
Remote Access
Transport Layer Security
Metwork Configuration
System Settings
Finizh

Now | hit next:

Select the settings that you want to configure. On configured systems, settings
that are not selected will be removed from the system during configuration.
¥ Active Directory Integration
Allow the Intel® AMT systems to use security features of the Active Directory

¥ Access Control List (ACL)

Assign customized access levels to the systems based on users and groups
[T Home Domains

Define trusted domains where the Intel® AMT functionality will be available

1] [T Remote Access

Enable Intel® AMT systems outside of the enterprise network to communicate with
management consoles via a Management Presence Server (MPS)

r Transport Layer Security (TLS)
IUse the TLS protocol to encrypt and authenticate communication with the systems

[T Hetwork Configuration
Select at least one of the following items:
I wiFi Connection
WiFi network settings

I wired 802.1x Authentication
802. 1x authentication settings for wired LAM only
@I End-Point Access Control (EAC)
EAC settings used to authenticate system status




i Configuration Profile Wizard: Profilel

Optional Settings: Active Directory Integration

Active Directory Integration

Getting Started
¥ Active Directory OU:

Profile Scope

Optional Settings €T Path to file containing ADOU information:

AD Integration

Access Control List
Home Domains
Remote Access
Transport Layer Security
Metwork Configuration
System Settings
Finish

Modify Optional Settings

It's now asking me for an OU to store the AD objects that will enable Kerberos Authentication



| now have to go to my Domain Controller and create a unique OU to hold the objects.

B Active Directory Users and Computers =10l x|
File Action View Help

PN A I AR dE] o Properties 21|

i Active Directory Users and Comput : ‘General | Managed By | Object Securty |[D|""'|+| Attibute Editor | |
| Saved Queries
B F3 amt.internal

EI’DUD ar user names:

| Builtin r"‘Enterl:ln'rse Admins (AMT Enterprise Admins)

| Computers .E?_,.ﬁdministlatnrs (AMT Administrators)

2] Domain Controllers .E?_,Hazcourd Operators (AMT \Account Operators)

| ForeignSecurityPrincipals 52, Print Operators (AMT\Print Operators) J

| LostAndFound '33__, Pre-Windows 2000 Compatible Access (AMTPre-Windows 200..

| Managed Service Accounts 82 ENTERPRISE DOMAIN CONTROLLERS LI

| Program Data

j Sys?:em Add... | Remaowve |

:E: :rJFS’rE::S Pemissions for Entemprise Admins Allow Dery

| NTDS Quotas Full control O =
Read O
Write O
Create all child objects m—
Delete all child objects O .

For special permissions or advanced settings, click ey |
Advanced. bl

Leam about access control and pemissions

ok | canesl | s | Hem |

| | i

Here we can see that | created an OU called “vPro” and | made sure to grant Full Control to the account we used to run the RCS Service (in this case | used a
domain admin account, but in a real environment you would simply create a process account and grant it permissions)

Now that we have our OU, we can select it:



Ei Configuration Profile Wizard: Profile1

Optional Settings: Active Directory Integration

Active Directory Integration

Getting Started

¥ Active Directary OU: I

Profile Scope

Optional Settings T Path to file containing ADOU information: I
2D Integration f; Select Active Directory Organization o ]

Access Control List

] Select an Active Directory Organization Uinit that will
Home Domains contain the System object:

Remote Access - DC =amt {amt.internal)

; - CM=Computers

-QU=Domain Controllers

- CM=ForeignSecurityPrincipals
-CM=Managed Service Accounts
-CM=Program Data
-CN=System

-CM=Uzers

Ol =vPro

Transport Layer Security
Metwork Configuration
System Settings
Finish

Medify Optional Settings

Then | hit next:



For the ACL, | am just going to add my domain admin user and grant them full permissions

(o

User Type: {" Digest User (¥ Active Directory User/Group

User /Group Mame: 0 AMT . INTERMAL\Administrator Browse... |

Access Type: IRemntE

Realms: €[] redirection

™| FT Administration

[] Hardware Asset

[J Remote Contral

[] storage

[] Event Manager

[ storage Administration
[] agent Presence Remote

Now when | access that configured AMT system, it will only grant that account access to the AMT features.

| hit next:
And for the demo | am just going to enter the new MEBX password (used for local access)
And specify a remote admin password (you want to be sure you do not select Random option here) (Will be used to access the system remotely via digest user:

Admin)



=101 ]

& Configuration Profile Wizard: Profilel

A

System Settings

Management Interfaces

Select which management interfaces to enable:

M webur W Serial Over LAM ¥ IDE Redirection W KyM Redirection ( KM Settings. .. J

Getting Started

Profile Scope

Optional Settings RFE Password for KVM sessions: OI ™ Show password

AD Integration Power Management Settings

Access Control List Specify the system power states in which the Management Engine (ME) is operational:

| always on (s0-55) =]

™ ME will go into a lower power state when idle.  Timeout if idle: I? minutes
Metwork Settings

ME Bios Extension (MEBx) password: ﬂlunuu ™ Show password

Home Domains
Remote Access

Transport Layer Security

Metwork Configuration

Lystem Settings

Finizh Specify the method to be used to create the Intel® AMT admin user password:

% Use the following password for all systems: ﬂl-"-"" ™ show password

" Create a random password for each system

" Enable Intel® AMT to respond to ping requests
¥ Enable Fast Call for Help (within the enterprise network) ( Fast Call for Help Settings. .. J

Edit IP and FQDM settings: Set...

Modify Optional Settings

Now | click finish



{5 Configuration Profile Wizard: Profile1

Finish

Getting Started

Click Finish to save this profile.

Profile Scope

Optional Settings
AD Integration
Access Control List
Home Domains
Remote Access
Transport Layer Security

Metwork Configuration
tystem Settings

Finish

Modify Optional Settings

Now | have the profile created on the RCS server itself:



£ Intel(R) Active Management Technology Profile Designer

§ =

m i=] R= Delete =/ Edit | | Export to XML
Profile Details

rnhln—-l
~ Profilel

Network Settings
FQDM will be the same as the Primary DMNS FQDM
IP will be taken from DHCP

Active Directory Integration
Active Directory OL:OU=vPro,DC=amt,DC=internal

Access Control List (ACL)
User 1: AMT, INTERMALVAdministrator
User Type: Active Directary
|zer has remote access to the realms listed below
Realms: PT Administration

MNetwork Configuration
WiFi
Do not enable synchronization of Intel® AMT with host platform WiFi profiles
System Settings
Enabled Management Interfaces:
| » ‘WebUl

These profiles are stored in the RCS.

One last step (because | do not want to have to touch each system) is to obtain a Remote Provisioning Certificate from an external cert vendor and install it:



Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[+ Mark this key as exportable, This will allaw you to back up or transport your
keys at a later time,

[+ Include all extended properties,

Learn more about protecting private keys




= Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

ﬁ File  Acton View Favorites Window Help

=101 %

=8 x|

L Al | NERNEREN 7 M oe

Rl Ceriificates
[7] Trusted Root Certification Au
|| Certificates
|| Enterprise Trust
[] Intermediate Certification Aui
[ 7| Active Directory User Chject
|| Trusted Publishers
[7] Untrusted Certificates
[Z] Third-Party Root Certification
[ | Trusted People
[7] Smart Card Trusted Roots

|

HHMEBBBBEM

1| | Hi=

i

|| Console Root Issued To = | Issued By | Expiration Date | Intended Purpo | Actions
il Certificates (Local Computer} [5Go Daddy Class 2 Certification Au... Go Daddy Class 2 Certification Auth...  6/29/2034 Server Authent
B Certificates - Current User [5lGo Daddy Secure Certification Aut... Go Daddy Class 2 Certification Auth...  11/15/2026 zall=

= [ Personal ¥ lprovisionserver. amt.internal Go Daddy Secure Certification Autho...  1/22/2012 Server Authent Mare Actions »

|Persuna| store contains 3 certificates,

For the cert, we also want to make sure that we have the entire “Chain” in the Current User Trusted Root Certification Authority



= Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates] O] =]
- = 18]
&= |2z 86z HE
7] Console Root Issued To = | Issued By | Expiration Date | In | Actions
G Certificates (Local Computer) lamt-winzKaxs4-DC-CA amt-WIM2KENE4-DC-CA 4(7/2018 =
= @ Certificates - Current User @CIass 3 Public Primary Certification Authority Class 3 Public Primary Certification A... 8/1/2028 Se
SRS F‘E_-rsnnal [l Class 3 Public Primary Certification Authority Class 3 Public Primary Certification A...  1/7/2004 Se Mare Actions 4
§ .| Certificates @CDpy‘right (c) 1997 Microsoft Corp. Copyright (¢} 1997 Microsoft Corp. 12/30/1999 Tir
=2 = Tff"StEd E‘mt Certification Au @Equiﬁax Secure Certificate Autharity Equifax Secure Certificate Authority a/22/2013 S
- — Cerpﬁmtes @Gn Daddy Class 2 Certification Autharity Go Daddy Class 2 Certification Auth,..  &/29/2034 S
TI EI‘ItEFpFISl.E Trust ) ) @Gn Daddy Secure Certification Authority Go Daddy Class 2 Certification Auth...  11/15/202& <)
|| Intermediate Certification Aui
[ Active Directory User Object @GTE CyberTrust Global Root GTE CyberTrust Global Root 2132013 SE
Bl Trusted Publishers @Micmsaﬂ Authenticode(trm) Root Authority Microsoft Authenticode(tm) Root Au...  12/31/1999 S
7| Unirusted Certificates @Micrnsnﬁ Root Authority Microsoft Root Authority 12/31/2020 e
[ Third-Party Root Certification @Micrnsnﬁ Root Certificate Autharity Microsoft Root Certificate Authority 5/8/2021 e
5] Trusted People [SINC LIABILITY ACCEPTED, (c)27 VeriSign, Inc. NQ LIABILITY ACCEPTED, (c)87 Veri...  1/7/2004 Tir
[] smart Card Trusted Roots @Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 Tir
1| I 1] I 2

I'I'rusted Root Certification Autharities store contains 13 certificates.

Now we have the RCS server configured and waiting for clients to call in to provision..

Now we will go to one of our systems and make sure we have the Intel Management and Security Status icon on our AMT Client:



You can download the IMSS application / AMT Drivers etc.. from your OEM. for example here it is on Dell’s website for this e6410 machine:

Intel AMT HECI =

Release Date: TIBI2011

Version: 6.2.01022 A0S

Download Type: Diriver ¥ OtherVersions
File Format: Hard Drive

File Size: 10 MB

——

» Add To Download List

¥ Sign In to View My Saved Downloads

Now | will copy over the “ACU Configurator” to one of my machines and open a command prompt

B Administrator: CAMYindowshsystem3omd. exe || == @

CislzerssadministratorsDezktop~ACU_Conf igurator_




BN Administraton CAMYindowshsystern3 2 md, exe

C:sUzerssadministratorsDesktop~ACU_Conf igurator>ACUConfig_.exe configuiarcsonlu
cz?.amt.internal Profilel ~sWMIUser amtwadminiztrator sWMIUSerPassword PlEszs

CisllzerssadmninistratorsDesktops~ACU_Conf igurator>_

| run the command (specifying my user and password) and the system is configured.

| can check the status by opening the IMSS icon:



Intel® Managernent and Security Status

General || Intel®&MT  Advanced
Wwhat iz Intel® M anagement E ngne?

Intel® M anagement Engine iz an additional component that enables management and security
features on your campLker.

Intel® M anagement Engne

Statug Configured

Firrnware “ersion: B.1.0.1042

Secure Dutput Window 5 ettings

The secure output zervice iz intended to display meszsages from the [ntel® MManagement Engine o
the uszer.

Mezzage Language

| English v

Meszage Size

[ Reqular - ]

Yievs detailz per Metwork Connechion

( MNetwork Informatiar. .. )
Wigww more details related tothe Intel® M anagement Engine '

( Estended Spstem Details... )

Learn more

Now | can connect to the machine using PowerShell.



